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Chapter 1 Getting Started

System Requirements

This section lists the system requirements to support Merchant Web Client. System
requirements include client hardware and supported operating system and scanner
compatibilities.

Before using Merchant Web Client, you must acquire valid login credentials (user name
and password) from the financial organization.

Hardware Configuration

The following is the recommended hardware configuration:

*

*

Pentium 4 2.0 GHz processor or Core 2 Duo 1.86 GHz processor

512 MB RAM

Network card

Broadband Internet access

USB 2.0

Screen resolution 1024 x 768

A check scanner connected to your computer

NOTE

0 For optimal performance, particularly with scanners faster than 30 dpm, additional RAM is
-

recommended. Further performance improvements may be achieved using computers with
dual-coreprocessors

Client Software Requirements

Client software minimum recommended configuration:

> Operating Systems

Windows Vista SP2 (32-bit)
Windows 7 SP1 (32-bit or 64-bit)
Windows 8 (32-bit or 64-bit)
Windows 8.1 (32-bit or 64-bit)

Merchant Web Client
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e Windows 10 (32-bit or 64-bit)
e Apple OS X Yosemite

’ 4 ) Apple OSis only supported for Merchant Web Client using the Panini mi:Deal scanner on
A Safariand Chrome browsers.

NOTE

P> Browsers and Applications

e Internet Explorer 9, 10, or 11

{ \/} Internet Exploreronly supports ActiveX controls.
NOTE
e Chrome - Minimum version 40
| \/} Google is expected to remove support for Java interface following version 42 of Chrome.
NOTE

e Firefox-Minimum version 36

e Safari- Minimum version 8

N

Safariis only supported using the Panini ml:Deal scanner on an Apple OS.

> ‘
o <
=
m

e Javal.8

V. 4
'Q Javais only supported using Chrome or Firefox on a Windows OS.
NOTE

e PDF Viewer - Required for viewing Reports. Adobe PDF Viewer is qualified.

User Manual 9
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Supported Scanners

The table below lists supported scanners and operating system compatibilities, accurate as
of the publication date of this document.

0 Internet Explorer 9 and earlier can be launched as a 32-bit or 64-bit process. Only the 32-bit
4

issupported forthese earlier versions of Internet Explorer.
NOTE

Windows . Windows
Manufacturer Model Windows 7

Vista 8.1/10

Burroughs SmartSource Professional Elite No Yes# Yes#

(Utilizing the PVA driver)

SmartSource Micro Elite No Yes# Yes#
(Utilizing the PVA driver)
SmartSource Merchant Elite No Yes# Yes#
(Utilizing the PVA driver)
Canon CR-25/55 Yes Yes# Yes#
CR-50/80 Yes# Yes# Yes#
Digital Check  BX7200 Yest# Yes# Yes#
CX-30 Yes# Yes# Yes#
SB 500 No Yes#
SB 600 No Yes#
SB 1000 No Yest
TS-215 Yes# Yes# Yes#
TS-220/220e Yes# Yes# Yes#
TS-230 Yest Yes# Yes#
TS-240 Yes# Yes# Yes#
TS-4120 Yes# Yes# Yes#
Epson TM-S1000 (Capture One) Yest Yestt Yestt
Panini/Unisys MyVisionX and My Vision X Yes Yes# Yes#
ROHS
Panini EverneXt Yes# Yes#

Merchant Web Client
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Windows
Vista

Manufacturer Model
ml:Deal Yest#
MyVisionX 2P Yest#
Vision 1 Yest#
Vision neXt Yes#
VisionX Yest#
wl:Deal Yes#

RDM/Unisys  ec7000i Yes

TWAIN Flatbed scanners compliant with  Yes#

TWAIN v1.9

# Indicates 64-bit support

6 Flatbed scanners are only supported in Internet Explorer

NOTE

Panini iDeal and TWAIN flatbed scanners require a virtual bank of first deposit (BOFD)

Window- 7

Yes#
Yes#
Yes#
Yes#
Yes#
Yes#
Yes#
Yes#

Windows
8.1/10

Yes#
Yest#
Yes#
Yes#
Yes#
Yes#
Yest#
Yest#

endorsement. Also, for flatbed scanners, merchants must download and install the
appropriate scanner driver from the vendor prior to installing the Twain interface.

Be aware of the following limitations when using flatbed scanners with Web Client:

¢ ltems can only be scanned one at a time, and the front and back sides of an item must

be scanned individually.

& Prior to configuring the Twain interface, merchants must download and install the
appropriate scanner driver from the vendor. Then the Twain interface can be installed

after the scanner driver.

& Business checks may appear slightly distorted and may need to be cropped for it to

process properly.

Scanners Qualified on Java

The following scanners have been qualified with Java using Chrome and Firefox browsers
on Windows OS. On an Apple OS, using unsupported scanners will attempt to load Java,

but it is not a supported scenario.

¢ Burroughs SmartSource Professional Elite

User Manual
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& Burroughs SmartSource Micro Elite

¢ Burroughs SmartSource Merchant Elite

¢ Canon CR-50/80

¢ Canon CR-25/55

¢ Digital Check CX-30

¢ Digital Check BX7200

¢ Digital Check Tellerscan 215, 220e, 230, and 240

¢ Epson CaptureOne

0 For Merchant Web Client, to utilize the Java integration in Chrome and Firefox, scanner
&

-7 drivers must be uninstalled/reinstalled using the 16.0scannerdrivers.
NOTE

Network Devices

Merchant Web Client currently supports the Panini ml:Deal network scanner. This device
must be on the network and accessible from the computer running Merchant Web Client.
Please visit Panini’s support web site for more information.

12
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Web Client Installation

This section contains step-by-step instructions for installing a scanner driver on your PC
and how to add Merchant Web Client’s external Web server domain as a trusted Internet
Website.

ScannerDriverlinstallation

You must have the appropriate scanner installation package provided by the financial
organization and be an administrator on your PC to install a scanner driver.

Installation procedures vary by scanner driver. Therefore, verify the steps for each scanner
driver.
Install a Scanner Driver on your PC

The Scanner Installation Assistant IS a tool that aides in the removal of the old driver and
installation of new scanner drivers. This must be completed by a user who is part of the
local Administrators group. If a user who does not have the necessary privileges attempts
the installation, they are prompted to enter administrator credentials or they can download
the drivers to be installed by an administrator at a later time.

Perform the following steps to install or upgrade your scanner drivers:

d The Scanner Installation Assistant is only for use on Windows operating systems.
NOTE

ﬁ For the purposes of this document we will be using a TellerScan. Please install the appropriate
.4

scanner for your system.
NOTE

1. Launch the Landing Page.

ﬁ The deployment page will vary based on the individual merchants and available hardware
.\'/’

setup configurations.
NOTE

2. Launch the Scanner Installation Assistant.

3. Save the ScannerlnstallationAssistant.exe t0 the desktop.

User Manual
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4. Double click the ScannerinstallationAssistant.exe.

5. A security warning may appear depending on your operating system. Select Run.

Open File - Security Warning L&J

The publisher could not be verified. Are you sure you want to
run this software?
= | Name: ..35441\Desktop\ScannerInstallationAssistant.exe
® | Publisher: Unknown Publisher

Type: Application

From: C\Users\el035441\Desktop\Scannerinstallation...

\ Run ‘ t Cancel |

V| Always ask before opening this file

| This file does not have a valid digital signature that verifies its
@ publlsher You should only run suﬂware from publishers you trust.

ware to un?

The currently log on USER (AFSWKS2-89\m
82-89

IS an Administrator of this PC (AFSWKS

Installation will now continue!?

liThe Add\Remove Programs window will now open...

Please uninstall all drivers related to the Sca

a.

you intend to use and t OSE the Window

If your account is not an Administrator, a message displays and prompts you

for administrator credentials.

X CA\Windows\system32\cmd.exe
pplying user’s required Internet Explorer settings ...
he operation completed successfully.

erifying user’s Administrative access on this PC ...

urrent user is not a member of Administrators

Please enter Username and Password for an Administrator of

his PC [QATEST81]1 in the User Access Control PROMPT.

he UserMame entered should be a different user than the current
1ser [QATest81snonadminl which is NOT an Administrator.

he UAC Prompt will appear next after you Press any key to continue

14
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b. Enter administrative credentials and proceed to step 7.

5! User Account Control “

Do you want to allow the following program to make
changes to this computer?

Program name:  Windows Command Processor
Verified publisher: Microsoft Windows
File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes,

‘ direct |
l | Password
H qauser

@ Show details = A\'/,es No |

c. If you do not have administrative credentials select No twice to the UAC
prompt. The following message displays.

= C\Windows\system32\cmd.exe = =

#* 3 » 3% % A RBRMNMI NG = 3 % % »

linahle to elevate process for current USER (QATestBlsnonadmin?
to have Administrative privileges on this PC (QATESTS1>?

You may proceed with download of required driver for future installation
ito bhe performed by a user with administrative privileges on this PC?

Would you like to proceed (¥-sH>?

d. Type Y and select Enter to proceed to Step 8 to uninstall and download the new
drivers.

7. If your account is an administrator but UAC is enabled, the following message
appears.

= CA\Windows\system32\cmd.exe = =

Applying user’s required Internet Explorer settings ... ~
The operation completed successfully.

Uerifying user’s Administrative access on this PC ...

Current user iz a member of Administrators C(group not enabhled>
r User A Control is Currently ENABLED?

In order for driver installation to properly complete.
this process reguires UAC ELEUATION.

Please enter Password for user [QATest81-gauser]l if requested
or simply click [YES1 or [CONTINUE] on the User Access Control prompt
hich will appear next after you Press any key to continue . .

User Manual
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8. The Add\Remove Programswindow launches, displaying a list of installed Programs

and Features.

» Progesm » Prog:

Conticl Panel Home

View Instaied updates

W Tun
off

iheras leatures on o

Uninstall or change a program

To wninstall a program, select & from the fist and then

Organize = Uninatall
Name
JBAFS Direct Branch

W71 Canon Driver for CR-25/55

* 1 Canon Driver for CR-150
$CanonCRSS Scannes Drives
P CanenC 180 Scanner Derver
PICTS LS 100/515/800 Scanner Drivers
1 OirectCaptuneSenver
#9Ercon 52000 Scanes Driver
FOIERSON 1051000 Denver Version] 01

11 Deal
19 Magrek Excells Scanmer Driver
$MagTek ExcellarBxcells STX (TM)
I MagekSTX Oriver

3 Microrolt NET Framework 4 Chent Profile

d Microsoft QL Server 2005

o Microsoft SQL Server Management Studio Dxpress
 Microzoft SQL Server Native Chent

1 Microsoft SQL Serves Setup Support Files (English)
| Micresoft SQU Server VSS Wrder
2005 Redistnbunable
FBMiceosoft Visusl Studio 2005 Premier Partnes Ldition
§Panini eal Scanner Diiver
P anini pVisionX Scanner Driver

* 7 PE Explorer 1.99 RS
S ROM ADK for OPOS 1S
W3 Scanning Urility for CR-25/55
w7 Scanning Unilty for CR-160
1315mant Source Scanmes Drves
1 SourceNDP Scanner Derver
¥ TellerScan Driver v28 Cendied
P 1eescanDriver
#8/ Unisys UEC 7010/ROM ECP000 Scanner Driver

1 Veoni

K3 Micresont Visust Ce s

T Windows Driver Package - Digital Check Corporation

Adobe Systems bncorporated Product ve

chick Uninstall, Change, or Repair,

Publrsher

Advanced Financial Solutions
Cance Dectronics

Cancn Dectronics

Advanced Financisl Solutions
Metavante Image Schutions
SEO EPSON

Parsu

MagTek, Inc

Your Company Name
Micsosolt Corporation
Mictosett Corporation
Microssft Corporation
Micosof Corporation
Mictossft Corporation
Miceosett Corporation
Microsoft Corporation
Microsoft Corporation
Metavante Image Schations

Heaventook Softwere
RDM Ceeporation

Canon Dectronecs Inc.

Precision Sofeware Technele.

Pareen

Digrtal Check Corporation

dobe.com/go/flshpleyer supp

- W
Verson
12000
1.0.2005 506
1172008215
010
4010
4010
12000
4010
1010001
100
4010
1.0000
4010
L0008

3.003000.00
9.00.5000.00
9.00.5000.00
9.00.5000.00
8059193
8050728
4010
4010
1995
6270

1382006113
4010
4010
2500000
4010
4040

330
01/08/2007 1

9. Scroll through the list to find your system’s currently installed scanner drivers.
Refer to the following list for scanners and their corresponding drivers.

installed hardware.

m  Canon CR-25/55

@ Disconnect the USB Cable prior to uninstalling the scanner drivers.

& Thedriver names and versions listed will vary based on the individual merchants

[5=] canon Driver for CR-25/55

Canon Electronics

1,0.2005.506 |

| ﬁICanunCRSS Scanner Driver

4010 |

| [57 Scanning Utility for CR-25/55

16
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=  Canon CR-180

[ =7 Canon Driver for CR-180 Canon Electronics 117.2008.215 |

| ﬁEICanunCRlaﬂ Scanner Driver 4.01.0 |

| B 5canning Ltility for CR-180 Canon Electronics Inc. 1.38.2006.113 |
= Epson S1000

|@Epsun 51000 Scanner Driver Metavante Image Solutions 4.0.1.0 |

| EEE!EF'SON TM-51000 Driver Versionl.01 SEIKO EPSON 1.01.0001 |
= iDeal

[[=71-Deal Panini 1.00 |

I_F'anini IDeal Scanner Driver

Metavante Image Selutions 4.01.0

= RDM

L& RDM ADK for 0POS 1.5

RDM Corporation 6.2.1.0

®  Smart Source

|ﬁ_';;r|5mart Source Scanner Driver

40.1.0

= Source NDP

|ﬁ'f5! SourceMDP Scanner Driver

4010

m Teller Scan

| B TellerScan Driver v2.8 Certified

Precision Software Technolo...  2.80.0000

|ﬁ'37}!TellerScanDriver 401.0 |

|""§’_ Windows Driver Package - Digital Check Corporation ... Digital Check Corporation 01/08/2007 1... |
= Vision X

|ﬁ_';;r|Panini pVision¥ Scanner Driver 401.0 |

User Manual
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10. Select the appropriate scanner driver and click the uninstall button.

11.

12.

13.

|

@ . |“-“ » Control Panel » Programs » Programs and Features
A

Control Panel Home

B Turn Windows features on or
off Organize ~ll Uninstall

Name

#5) AFS Direct Branch
= Canon Driver for CR-25/55

Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Publisher
Advanced Financial Solutions
Canon Electronics

= v @
Version

12000
1.0.2005.606

Follow the defaults to uninstall the scanner driver. Repeat this process for all

components of an installed scanner.

Once all drivers are uninstalled, close the Control Panel.

The scanner installation command prompt displays. Enter the letter(s) or
number(s) corresponding to the scanner drivers you need to install.

0 Scanner selections are subject to change and may not match the screenshot provided.

NOTE

64-Bit Drivers

= Panini UisionX ~ MyUisionX

Canon CR-25 / CR-55
on CR-508 ~ CR-80
on 510

Epson $2000

Epson S98008

Magtek Excella

Magtek Excella STX

CTS L$-1@8@ - LS-515

SmartSource

SourceNDP

Ganon CR—188 ~ CR-18B-11I
Canon CR—135 ~ CR-198
Flatbed Scanner

= 32-Bit Drivers »»DANGEROUS=

oo CA\Windows\system32\cmd.exe

Panini_I:Deal » wl:Deal ~ Vision neXt
ital Check TellerScan ~ Ci-38 ~ SB Series
Unisys {RDM} UEC-7@08 , UEC-7@ii

[Please select the driver to install and press

_—

SmartSource Elite Series — Micro ~ Merchant / Professional

<Smart Glient only!>
{Smart Client only?l
{TWAIN driver>

18
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14. |If the utility identifies the selected scanner as having already been downloaded, the

option will be given to delete the previously downloaded file. If Y is entered, the

previous file will be deleted, and the driver will be downloaded. If N is entered, the

previously downloaded file will be used for installation.

BN C\Windows\system32\cmd.exe

32-Bit Drivers

Panini VisionH

Digital Check CX38 or TellerScan

Unisys UEC-7888

Unisys iDeal

Ganon GR-25-55

Ganon CR-5HB-88

Epson 51888

Hagtek

HagtekSTH

Ls-188

Source NDP

Canon CR-188 {8mart Client only?)
GCanon CR-1978 {Smart Client only!>
Uniszys Smart Source (Emart Client only!)
Flathed Scanner CTWAIN driver>

U
T
u
1
G
5
E
H
g
L
N
1
kil
B
F

* = 64-Bit Drivers ==DANGEROLS=

[Please select the driver to install and press enter...
R n

DELETE PREVIOUSLY EXTRACTED DRIUVER FOLDER...
urceNDP,. Are you sure (Y/NI7?

15. A Windows Internet Explorer dialog displays. Select Save As.

IC:\Users\E184388 7 Desktop~Agg28cannerInstallationfissistant.exes\ScannerDriver_So

=
Windows Internet Explorer

S

What do you want to do with
ScannerDriver_TellerScan.zip?

Size: 4.71 MB
From: direct.imagedepositgateway.com

< Open

The file won't be saved automatically.

< Save

|9 Saveas

|
|

Cancel 7[
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16. The save As dialog displays. Save the scanner driver to the desktop of the user
logged in to Windows. If user rights have been elevated to an administrator you
need to navigate to the current user’s desktop to save the scanner driver.

/a

( ) | Thescanner driver must be saved to the same location as the ScannerDriverAssistant.exe. If

- saved to a different location the Scanner Installation Assistant will fail.
NOTE

(= Save As &
@U'l- Desktop » Pl
Organize ¥ New folder &=~ @
{ Favorites ) Libraries ‘ Administrator
P Desktop %;; System Folder & System Folder
& Downloads 0
“Z] Recent Places QAJ Computer f ; Network
S sysiem Folder | System Folder |3
. Libraries 3 ¢
= E || 120Drivers | o
28] Documents fl  Fiefolder I\ File folder
&) Music
& Pictures Il Drivers installer sepll
Videos fll Filefolder File folder
1% Computer ~ A ScannerDriver_CanonCR50 " ScannerDriver_pVisionX
% 3 File
2' Local Disk (C:) File folder File folder
A CrmmnarDiiar DNRA Crmmerzd Bl Tl Bt
[l ScannerDniver_TellerScan.zip v
Save as type: lCompvessed (zipped) Folder (*.zip) '|
~ Hide Folders [ swve | [ conce |

17. Once the driver has been saved, the view Downloads dialog displays. Select Close.

|42 View Downloads - Windows Internet Explorer lﬂ@lg
View and track your downloads Search downloads »
Name Location Actions

ScannerDriver_..zip 471MB  Desktop

directimagedepositgateway, com

Open |~

Options Clear list Close

Merchant Web Client
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18. When the download completes type v and select Enter.

B CAWindows\system32\cmd.exe = B “
[Downloading Driver Package...

[Please save ScannerDriver_SmartSourcePUA-EN.zip file in folder located at
"'C:~Users nonadnin~Desktop~"

hen CLOSE Internet Explorer when complete

as the douwnload completed (Y- N>7_

a. If you do not have administrative rights the following message displays. Press
any key to close the installer and contact an administrator to manually install
the drivers from the downloaded driver package.

ca. CAWindows\system32\cmd.exe = =

A
Lkipping driver installation due to lack of Adnministrator privileges.

e 3 % % % U ARMNIMNG?®? 3% % x x
#tii#f BEFORE COMNECTING THE CHECK SCANMER TO THE PC it
Please have an ADMINISTRATOR manually install driver located at:

"C:sUserssnonadminsDesktopsBcannerDriver_SmartSource PUR—EN"

Press any key to continue . . . _

19. The command prompt displays stating the scanner driver is installing.

0 Do not close this window.

NOTE

Installing ScannerDriver_TellerScan

Please Wait...
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20. The scanner driver installation wizard displays. Select Next and follow the
instructions to complete installation.

Welcome to the InstallShield Wizard for
TellerScanDriver

The InstallShield(R) Wizard will install TellerScanDriver on your
computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties,

| Next > | ‘ Cancel

21. When complete the following message displays.

o CA\Windows\SysWOWe4\cmd.exe = B

EcannerDriver_TellerScan—64bit Installation complete t%t%
Please manually open Internet Explorer and navigate to the Login Screen.

[Press any key to continue . . .

22. Manually open the browser and navigate to the Login Screen.

Internet Explorer Settings for Web Client
Summary of changes being performed:
& Adding the site to the Trusted Sites zone.

¢ Change the Security settings for the Trusted Sites.

ﬁ These settings are specific to the user logged into the PC. They must be performed anytime a

new userlogs in.
NOTE

22 Merchant Web Client
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To add the site to the Trusted Sites list, perform the following steps:

1. Click on Tools, then Internet Options.

B>

| Reopen Last Browsing Session

Pop-up Blocker
Manage Add-ons

Work Offline
Compatibility View Settings
Full Screen

Toolbars

Explorer Bars

Developer Tools

OneNote Linked Notes
Send to OneNote

v [ @= v Pagev Safety~| Tools~

F11

F12

2. Click on the security Tab.

3. Select (click on) the Trusted Sites Zone.
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4. Click on the sites button.

Internet Options

(9 o

| General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Local intranet Restricted
sites

Trusted sites

< / This zone contains websites that you "

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

T Medium
i - Prompts before downloading potentially unsafe

e content
T - Unsigned ActiveX controls will not be downloaded

[ ]Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

0 Some settings are managed by your system administrator.

) el [ o

‘/’.‘_
'@ Enable Protected Mode must be unchecked. This feature is not enabled by default.

NOTE

5. Typeinhttps://*.imagedepositgateway.com

24
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6. Click on the Add button to put the site on the list.

Trusted sites @

& You can add and remove websites from this zone. All websites in
3 V./ this zone will use the zone's security settings.

Add this website to the zone:

https://".imagedepositgateway.coml "
Websites:
Remaye

["]Require server verification (https:) for all sites in this zone

7. Click close to return to the Security Tab.

Trusted sites @

4 You can add and remove websites from this zone. All websites in
. 0" this zone will use the zone's security settings.

Add this website to the zone:

| Add

Websites:
https: //*.imagedepositgateway.com Remove

[ Require server verification (https:) for all sites in this zone

(_Gose_D

User Manual
SDW1501504U

25



FIS

Chapter 1 Getting Started

Set Security for the Trusted Sites Zone.

1. Click on Custom Level.

Internet Options m

| General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trusted sites  Restricted
' sites II

Trusted sites ==
V 4 This zone contains websites that you !

| ‘:'1 trust not to damage your computer or
your files. n

| You have websites in this zone,
| Security level for this zone
Allowed levels for this zone: All

[ Medium

" ‘ - Prompts before downloading potentially unsafe h
=) content [
- Unsigned ActiveX controls will not be downloaded

[ Enable Protected Mode (requicestestarting Internet Explorer)
T £ =
(

| TT——

Reset all zones to defsult level

Default level

0 Some settings are managed by your system administrator.

e el | o

2. Set the Reset To: drop down list to0 Medium-low.

26
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3. Click on Reset to set the level.

s
Security Settings - Trusted Sites Zone
- ccmdtha

Settings

&% .NET Framework
¥ Loose XAML
(") Disable
@ Enable
2 Prompt
e XAML browser applications
(") Disable
@ Enable
©) Prompt
e XPS documents
(") Disable
@ Enable
©) Prompt
& NET Framework-reliant components

“1_Nieshla

S Permissions for components with manifests

| »

| »

Reset custom settings

- A
“ *Takes effect after you restart Internet Explorer

Resetto:  (fiviedium (defauit)

4. Click ves that you want to change the settings for this zone.

5. Scroll down to Download signed ActiveX controls.

6. Click ENABLE.

a. A message may appear, confirming the change. Click Yes.

Warning!

===

| ‘.| Are you sure you want to change the settings for this zone?
&y

|

[ ves

No

7. Scroll down to the Miscellaneous settings.

8. Scroll down to Access data sources across domains (this stops the prompting when

making a deposit).
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9. Set to ENABLE.

Settings

(7) Administrator approved -
(") Disable
@ Enable
\#, Display video and animation on a webpage that does not use
@ Disable [
| (") Enable
\#, Download signed ActiveX controls

@
1 Flo D
|#, Download unsigned ActiveX controls

@ Disable

(7) Enable
| 7) Prompt
\#| Initilize and script ActiveX controls not marked as safe for s L
@& Nieshls

< | (1} | »
*Takes effect after you restart Internet Explorer

Reset custom settings
Reset to: IMedium (default) vl [ Reset... ]

- T

Security Settings - Trusted Sites Zone ﬂ
R S )

10. Scroll down to Web site in less privileged web content zone can navigate in.

11. Set to ENABLE.

a. A message may appear, confirming the change. Click ves.

12. Click ok (not Reset).

F

N
Security Warning! [

The current Web page is trying to open a site in your Trusted
sites list. Do you want to allow this?

Current site: https:/fdirect.imagedepositgateway.com

Trusted site: https://direct.imagedepositgateway.com

[ oYes. ] [t

| ‘ Warning: allowing this can expose your compiter to security risks, If
J8 "  you don't trust the current Web page, choose No.

28

Merchant Web Client
SDW1501504U



Chapter 1 Getting Started

13. Click ves that you want to change the settings for this zone.

rWarning! ﬂ‘

[ a] Are you sure you want to change the settings for this zone?

[ Yes I [ No

14. Click ok to finalize the settings and exit.
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Logging into Web Client

This section contains step-by-step instructions for logging in to Web Client. If you are
logging in for the first time, additional steps are required to register your PC with your
service provider.

Before completing these steps, ensure that your scanner is installed, connected, and turned
on.

For more information about creating, managing, and submitting deposits, see the Working
with Deposits chapter.

0 The steps and sample screens below do not include custom fields. If your organization uses
~— custom fields, screens and required information can vary.

NOTE
Password Messages

During the login process, a password event might occur that prompts you to change your
password. An email address is required to receive a confirmation message that the password
is changed successfully.

< Invalid user or password

¢ Non-conforming password

¢ New account reset

¢ Administrative password reset

& Passwordexpired

& Password expires in X number of days

If your password expires within a certain number of days, you have the option to change it
immediately or later. Passwords must be at least seven characters and contain one
non-alphanumeric character.

Browser Security

Browsers have a feature to remember form data and retrieve matches from entries users
typed or visited previously. This feature can be used to save user names and auto populate
passwords on forms.

30
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To comply with current security standards, the Web Client forces these feature to be
disabled. However, in Internet Explorer 11, Firefox and Chrome, the browser ignores this
setting and allows the user to decide how to use these features.

It is recommended to disable these features for the Merchant Web Client website.
1. Open selected browser.
2. Browse to the Merchant Web Client website.
3. Enter Username and Password.
4. Message appears Would you like to store your password for this site.

5. Select Never for this site.

Multi-Factor Authentication

Multi-factor authentication (MFA) is a feature to help prevent unauthorized access to Web
Client. MFA requires users to set up a picture, personal phrase, and confirmation questions
to be associated with their user ID and password.

If using Advanced Multi-Factor Authentication, refer to the Advanced Multi-Factor
Authentication section of this guide.

Register Computer

Registering a computer for MFA allows you to bypass the confirmation questions when
you log in and is recommended if you commonly use the same computer to access Web
Client. If you are logging in to Web Client and the computer is not registered, you must
answer the confirmation questions before you can enter your password. When you answer
the confirmation questions, you have the option to register the particular computer.

Forgotten Confirmation Answers and/or Password

P> Registered Computer

If you forget your password, you can click the Forgot Password link on the Sign on to
Merchant Capture page. You then have three attempts to answer all your confirmation
questionscorrectly.
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If you answer the questions correctly, you will be prompted to create a new password. If you
are not able to answer your confirmation questions, your account will be locked after three
failed attempts. You then must contact the system administrator to unlock your account
and then re-enroll in MFA.

> Unregistered Computer

On an unregistered computer, you must answer your confirmation questions prior to
entering your password. Once you answer your confirmation questions, you can click the
Forgot Password link to create a new password.

If you are not able to answer your confirmation questions, your account will be locked after
three failed attempts. You then must contact the system administrator to unlock your
account and then re-enroll in MFA.

Enroll in MFA

1. Launch the deployment Web page provided by the financial organization.

2. Enter your UserlID and select Login.

Please enter your user name and click "Login"

User ID:

To protect your personal information, we collect your password on a separate page.

32
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3. The Set up Secure Authentication page displays, click Begin Setup.

Set Up Secure Authentication

Secure Authentication is a service to help protect you from fraudulent online activity.
It provides you with visual cues when you sign on so you know that you are on our
website and it is safe to enter information. Secure Authentication also helps us
ensure that only authorized individuals can access financial information online.

Setup is easy. You simply:

« Set up a picture and personal phrase. These visual cues are displayed
when you sign on and are your assurance that it is safe to enter information.

« Set up confirmation questions. These questions may be asked during the
signon process to confirm that an authorized individual can access financial
information online.

+» Register your personal computer (optional). We ask that you register
computers you commonly use to access your financial information online. This
authorization helps us ensure that only recognized locations are accessing
your information online.

[ Begin Setup ] [ Sign Off

4. Select a category and picture as part of your login information.

Set Up Secure Authentication

Here's a list of pictures. Click a picture to select it and return to the setup process.

v

Category: ‘ Abstract

Need to cancel? Secure Authentication is vital in our efforts to prevent fraudulent
activity. If you cancel. you'll lose the information you set up and will need to start this
process again.
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5. Enter a UserlD, if not already populated, and a personal phrase next to the picture.
Click continue Setup.

Set Up Secure Authentication

Step 1 of 3 - Set up a picture and personal phrase

A picture has been selected for you. Please create your personal phrase and click
"Continue setup."

User ID:  merchant1

S~

. Enter a personal phrase:
Merchant Rocks!

Your personal phrase will be displayed next to your picture when you
sign on or change your password. It must be at least 1 character and
cannot include more than 40 characters.

Continue Setup

34
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6. Select four challenge questions and enter your answers.

Set Up Secure Authentication

Step 2 of 3 - Set up confirmation questions

Select your confirmation questions. When you have provided answers for the
questions, click "Continue setup.”

These questions may be asked when you sign on to confirm that an authorized
individual is trying to access financial information online.

When asked. you must correctly answer these questions to sign on.

Answer:

Answer:

Answer:

Answer:

Question:

Question:

Question:

Question:

| What is the first name of your first niece/nephew? v

Sadie
This answer must be at least 3 characters long.

} In what year were you married? (YYYY) v

2012
This answer must be at least 4 characters long.

| What is your mother's middle name? ﬁ

Sue
This answer must be at least 3 characters long.

| What is your Zodiac sign? ﬁ

Leo

This answer must be at least 3 characters long.

| ContinueSetup

7. Click Continue Setup.
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8. If you want to register the PC, select the appropriate option.

Set Up Secure Authentication

Step 3 of 3 - Register your personal computer

We ask you to register personal computers that you commonly use to access
Direct Merchant Web Deposit. Computers are registered using a cookie. A cookie
is a small text file that we save on your hard drive to help us ensure that only
authorized individuals can access Direct Merchant Web Deposit.

On a registered computer. you are not asked to answer questions when you sign
on - making it faster to access Direct Merchant Web Deposit. We don't recommend
registering public computers or computers you use infrequently. When you use
these computers, we will ask you additional questions before you sign on to
protect your information.

Please select an option for this computer and click "Continue setup."

() Register this computer. Check this option if you commonly use this
computer to access your financial information online. We will save a cookie to
this computer to identify it as a registered location for accessing your financial
information.

& Do not register this computer. Check this option if you do not want to
have this computer identified as a registered location for accessing your
financial information. Instead. additional questions will be asked when you
sign on to protect your personal information.

Continue Setup

Need to cancel? Secure Authentication is vital in our efforts to prevent fraudulent
activity. If you cancel, you'll lose the information you set up and will need to start
this process again.

9. Click continue Setup.
10. Review the information and make any necessary changes.

11. Click submit.

Register your PC (if using Web Client for the first time)

1. Under create Deposits, Select a valid deposit account or enter the account number to
filter the list.

a
'\uﬁ Ifthere are no deposit accounts listed, contact your system administrator or service provider.
NOTE
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Create Deposit @

Primary Deposit Account.  ([MEESREIGEESEulli ¥

Deposit Control Total: $0.00

2. In the Deposit Control Total field, enter the expected total of the deposit.
3. If necessary, complete any additional fields.

4. Click Proceed.

ﬁ Ifthe user has not registered with a Location and Scanner they are prompted to do so. Refer
.4

toRegistrationforadditionaldetails.
NOTE

5. Follow the steps below based on the browser being used: Internet Explorer,
Chrome, or Firefox.

Internet Explorer

The following steps are only required the first time the application is used on a particular
PC using Internet Explorer. Based on how the financial institution has configured the
settings, if using Internet Explorer a link Update Scanner Interface is available to check for
Active X updates. Refer to On the Capture page, review the items and click Proceed. for
additional information.

1. Click cCapture Items.

2. Internet Explorer attempts to load an ActiveX Control.

This webpage wants to run the following add-on: "'CTl ActiveX Control’ from ‘Fidelity Mational Information Services’,  What's the rick? Allow =

3. Select Allow.

At this point, the user has successfully authenticated and registered the local Workstation
with the application provider and are ready to begin creating electronic deposits. Refer to
Working With Deposits for more information on creating, managing, and submitting
deposits.
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Chrome

The following steps are only required the first time the application is used on a particular
PC using Internet Explorer.

1. Click capture Items.

2. Java attempts to load a plug-in.

% Plug-in blocked

3. Click on the message and select Always allow plug-ins on <servername>.

At this point, the user has successfully authenticated and registered the local Workstation
with the application provider and are ready to begin creating electronic deposits. Refer to
Working With Deposits for more information on creating, managing, and submitting
deposits.

Firefox

The following steps are only required the first time the application is used on a particular
PC using Internet Explorer.

1. Click capture Items.

2. Java attempts to load a plug-in.

Continue Blocking l Allow...

3. Click on Allow... to load plug-in and capture.

At this point, the user has successfully authenticated and registered the local Workstation
with the application provider and are ready to begin creating electronic deposits. Refer to

Working With Deposits for more information on creating, managing, and submitting
deposits.
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Introduction

The first page of Web Client includes up to seven tabs, depending on your assigned roles.
The following is a list of the tabs that can appear:

My Profile

Administration (must have administrator or supervisor role)

Registration

Deposits

Approvals (must be using the Deposit Approval feature and have the approver role)

* 6 6 ¢ o o

History
& Reports

The tab that initially appears on the page can vary, however, for users assigned the
depositor role, the Deposits tab first appears on the page. Regardless of the displayed tab,
the top right of the page contains a Help link to the online user guide and a Logout link to
exit Web Client. The user name and merchant name are also displayed.

Help | Logout
merchant]
Property Management

Prafile Administiration Registration Depasits History Reports
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My Profile

The My Profile tab allows the user to change their password and add or edit email and phone
numbers.

Adminisiration

My Profile
Change Password
Old Password:
New Password: A
Confirm New Password:
| Change Password | Cancel |
My Profile-
E-mail: l |
Phone Numbers: [Home V| |[US-UNITED STATES (1) V|
(|555|)|555| <|5585 | -[extn |
[Mobile v/ |US -UNITED STATES (1) V|
(L DL J<f ]-festn |
[Work  v| [US-UNITED STATES (1) V|
(L DL - [-etn |
Save M| Cancel |

Changing Your Password
To change your password, perform the following:
1. On the My Profile page, type your current password in the password field.

2. In the New Password field, type your new password.

@ Passwords must be a minimum of eight characters and contain three of the four following

charactertypes: upper-case, lower-case, number, and symbol.
NOTE
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3. In the Confirm New Password field, re-type your new password.

4. Click change Password.

Updating Your Contact Information

To update your contact information, perform the following:

1. To modify your e-mail address, enter it in the E-mail field.

a Useremail is required to reset the password. A password confirmation email is sent to the
-

user.
NOTE

2. To modify your phone number(s), enter it in the Phone Numbers field.

3. Select save.
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Administration

This tab allows a user assigned the role of administrator or supervisor to perform the
following functions:

* ¢ 6 6 o o

Create a new user (only available to the administrator role)

Edit user properties

Set user access

Reset a user password

Delete an existing user (only available to the administrator role)

Reset duplicate item history (only available to the administrator role)

Change Password Administratian Registration Deposits History Repo
& e
Al stration

User Administration

Delete Edit Unlock Enable/Disable Reset Password User Name Last Password Changed Date Provider N
X B reset merchanta 112772011 4:06:54 PM WebSenviceM
X B A merchantb 112712011 4:08:35 PM WebSenviceM
X ait reset misd 3/15/2011 12:27:38 PM WebServiceM

< | 5

)

NOTE

The default columns for User Administration are Delete, Edit, Unlock, Enable/Disable,
and Reset Password. All other columns are configured by the organization providing Web
Client.

Administrator Role

The user initially created by the organization providing Web Client is assigned the
administrator role. Only the organization providing Web Client can assign the
administrator role.

The administrator role allows the user to perform the following functions under the same
merchant:

& Create and delete users and assign roles

& Modify users (reset password, unlock, enable/disable, and change e-mail address)

& Reset duplicate item history (if allowed by the financial organization)

User Manual
SDW1501504U

43



Chapter 2 General Information

The administrator role does not give that user the subsequent privileges of the other user
roles. For full access, the user must be assigned all available user roles.
User Roles

Available user roles and associated privileges vary depending on whether the organization
providing Web Client uses the Deposit Approval feature.

P User Roles without Deposit Approval Feature
The table below lists available user roles and associated privileges for organizations that do
not use the Deposit Approval feature:

ﬁ Privileges granted to all roles (except the reviewer role) are limited to the deposit accounts
_— assignedto that user.

Role Privileges

Supervisor & Register User with Location and Scanner

NOTE

& Modify users (reset password, unlock,
enable/disable, and change e-mail address)

Reviewer View reports (all users)
View history (all users)

Run and view queries (all users)

Depositor Create, capture, correct, and balance deposits
Transmit and finish deposits

View reports (own deposits only)

View history (own deposits only)

Run and view queries (own deposits only)
Mark items

Register User with Location and Scanner

® 6 6 6 6 6 O O O 0 o

Operator Notapplicable - same as depositor
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User Roles with Deposit Approval Feature

The table below lists available user roles and associated privileges for organizations that use
the Deposit Approval feature:

( ) Privileges granted to all roles (except the reviewer role) are limited to the deposit accounts
& | assignedtothatuser.

NOTE
Role Privileges

Supervisor & Register User with Location and Scanner

& Modify users (reset password, unlock,
enable/disable, and change e-mail address)

Reviewer View reports (all users)

View history (all users)

Approver

L 2

L 2

& Runand view queries (all users)
& View pending deposits (all users)
L 2

Approve and reject deposits (users assigned only the
operator role)

Depositor Transmit and finish deposits (own deposits only)
View reports (own deposits only)

View history (own deposits only)

Mark items

L 2

L 2

L 2

& Run and view queries (own deposits only)
L 2

& Register User with Location and Scanner
L 2

Operator Create, capture, correct, and balance deposits (own

depositsonly)

2

View open deposits (own deposits only)

4

Submit deposits for approval (own deposits only)
& Register User with Location and Scanner

Creating a New User
To create a new user, do the following:

1. Click the create User link.
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2. Complete the user Name and e-mail fields. E-mail address is required for password
retrieval since the administrator will not be able to set or see the user’s password.
Once created a temporary password will be e-mailed to the address that was

configured.
1. Enter user data 2. Select Rolels 3. Assign Deposit Account/s 4. User Registration
User Name: Roles Accounts: Location: |Select a location N
E-mail: l:l [(IMerchantSupervisor [ F=+==+226 Scanner:
[MerchantDepositor [ F*=1212
Phone Numbers: [MerchanReviewer [ l===5555
[Home V| [US-UNITED STATES (1) ~|  [IMerchantAssessor [ F*=6789
{E - [extn MerchantOperater ~ [I==7390
[Mobile | [US-_UNTEDSTATES (1)~ [ Merchantipprover S::Eg?;
ChL I J-fen ] w0123
[Work v| [US-UNITED STATES (1) V| [r===1234
I lemn

3. Assign the necessary roles and accounts by checking the boxes to the left of the
various roles and accounts.

@ Ifyourorganization uses the Deposit Approval feature, the role MerchantApprover will also
\\_/'

beavailable.
NOTE

4. Select a Location and Scanner to register the user. A user must have a Location and
Scanner assigned before capturing a deposit.

6 If a network scanner is selected, Scanner Host is also required.
NOTE

5. Click the create User button. The user is listed in the User Administration portion
of the page.
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Editing User Properties

An administrator or supervisor can modify an existing user’s properties by clicking the Edit
icon. The properties, such as the user’s e-mail address and assigned roles and accounts,
appear below the User Administration portion of the page.

Delete Edit Unlock Enable/Disable Reset Password User Name Last Ps
x aﬂ_t reset merchant1a
X ﬁﬂ_t @I merchant1b
x aﬂ_t reset mizsd 3

Unlocking a User

An administrator or supervisor can unlock a user. A user becomes locked out after three
failed login attempts. To unlock a user, click the padlock icon.

Delete Edit Unlock Enable/Disable Reset Password User Name L
X ﬁlt reset merchant1a
X ﬁlt merchant1b
X ﬁlt reset misd
Setting User Access

An administrator or supervisor can determine whether a user can log in to the application
by clicking the Enable/Disable box. A check mark signifies that the user has access.

Delete Edit Unlock Enable/Disable Reset Password User Name L
X ﬁlt reset merchant1a
X ﬁlt EI merchant1b
X ﬁlt reset mizsd
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Resetting Passwords

An administrator or supervisor can reset a user’s password by clicking the Reset link. You

can then update and save the new password.

Delete Edit Unlock Enable/Disable Reset Password User Name L

X ﬁlt merchant1a

X ﬁlt EI merchant1b
x ﬁlt reset misd

Deleting an Existing User

An administrator can delete a user by clicking the Delete icon for the appropriate user.

Click OK in the dialog to delete the user.

merchantla

merchant1b

Delete Edit Unlock Enable/Disable Reset Password User Name L
B reset
X B &
X i reset

misd

Resetting Duplicate Item History

An administrator can reset duplicate item history by clicking the Reset Duplicate History

button.

Change Password Administration
anm (‘ » 3

ﬁd

. 4' e

One of the following messages will appear:
¢ Duplicatessuccessfullyreset.

¢ Unable to reset duplicates.

48

Merchant Web Client

SDW1501504U



Chapter 2 General Information

Registration

A user must be registered to a location and scanner. The Registration tab allows a user with
the Supervisor, Depositor, or Operator roles to register their own location and scanner. The
selected scanner determines which device control is initialized when capturing. This page
is automatically presented if a default scanner and default location have not been assigned
to a user.

Locations: |Location 1 v/
Scanners: | Teller Scan 230 v|

To register the current user with a location and scanner, perform the following:
1. Click the Registration tab.
2. Select the location from the Locations drop-down list.
3. Select the scanner model from the Scanners drop-down list.

d If a network scanner is selected, Scanner Host is also required.
NOTE

4. Click Register to complete the process.
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Re-Registration

If a user with the Supervisor or a capture role has already registered a scanner and location
they can update their registration settings by navigating to the Registration tab then clicking
the Re-register button.

[ G L U L P OB R i I AR NI

ictratic

Register Client @

Locations: | Location 1 v

Scanners: | Teller Scan 230 v

[ 7!19741;9?:“

Required Re-Registration

Upon login to Web Client, the system checks to make sure the currently-selected location
is still valid. If it is, the user is able to continue. If not, they are re-directed to the Register
Client page to re-register the client. Use the following steps to re-register:

1. The RegisterClientpage displays

2. Select the correct location from the drop-down list, then click the oK button. The
system saves the new location and deposits can now be processed.

3. If the system does not allow users to register, they do not have permission; contact
the System Administrator.
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Deposits

The Deposits tab allows the user to create a deposit and view open and recent deposits.

The page is divided into three sections:

4

Announcements - This section of the page allows the user to view announcements
from the service provider.
Create a Deposit — Allows a user to begin the deposit creation process.
My Open Deposits — Lists open deposits that have not been finalized. You can select
a deposit to view. You can also add new items.
My Recent Deposits — Lists finalized deposits. You can select a deposit to view.
Create Deposit @
Primary Deposit Account v My Open Deposits
Deposit Control Total: $0.00 Date Item Count User A t
X 312312011 1:26:42 PM 3 merchanti $33.01
x 3/23/2011 1:22:28 PM 4 merchant] $148.75|
x 3/23/2011 1:19:20 PM 4 merchant1 $210.32
b4 3123/2011 9:02:09 AM 23 merchant1 $4,075.47
My Recent Deposits
Date Item Count User Amount
3128/2011 10:51:14 AM 2 merchant1 $18.26
3i23/2011 1:32:.06 PM 5 merchant1 $166.73
3/23/2011 1:30:06 PM 4 merchantl $407.69
302312011 1:2743 PM 4 merchant1 $355.07
3/23/2011 1:24:29 PM 3 merchant1 $553.00]
\\/‘) Column headers are determined by the financial organization.
NOTE
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Announcements

Upon logging into the Web Client, announcements are displayed at the top of the page.

The Announcement section is not present unless there are active announcements.
s ————— L mmﬂ—ivsiu_r_yv‘ﬁm s

Announcements: National Clean Your Scanner Month
‘ | =
INational Clean Your Scanner Month Take extra time this month to remember the importance of keeping your check scanner track and
e cameras clean and clear of debris. Prevent jams and poor images with regular preventatvie
|New Services Available for 2011

maintenance. Now is the time to create good habits to last year-round.
Sincerely,
Your Friendly Neighborhood Bank

Create Deposit @ My Open Deposits
Primary Deposit Account: [Primary Account + Bate Status  ltem Count  User Amount
3/25/20113:0344 PM  Pending 4 merchantda 52187
DepnditCgtict Tomk 30,00 3025201130154 PM  Pending 2 merchant3a 5950
3/25/2011 2:58:29 PM__ Pending 3 $75.15|

The Announcements section lists the announcements according to date, with the most

recent at the top of the list. By default the most recent announcement is displayed on the
right side of the screen.

To view a different announcement click on the subject line in the Announcement list.
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Approvals

This tab is only available if your organization uses the Merchant Deposit Approval feature
and is only displayed to users that have the approver role.

The Merchant Deposit Approval page lists pending deposits that an approver can view and
subsequently approve or reject. If a user has the approver and operator role, the user cannot
view their own pending deposits.

Change Password Administration Registration Deposits /A

View Pending Deposits @

|Sourcel ocation Date Item Count User Amount ‘
Apartment Complex #1 3/29/2011 10:22:41 AM 4 merchant3a $30.00|

Store #1 3/25/2011 3:03:44 PM 4 merchant3a $21.87

Store #1 3/25/2011 3:01:54 PM 2 merchant3a $9.50,

Store #1 3/25/2011 2.58:20 PM 3 merchant3a $75.15|

Approving a Deposit
To view and approve a deposit, do the following:

1. On the Merchant Deposit Approval page, click the deposit you want to view. The
Deposit Approval Detail View page appears.

Deposit Approval ltems

plozot e, 2 e Amt Rewgnmon IQA Passed Sequence Number Acmum
Convienence Store (=
(=3
DirectMerchant True True 290000004520 937654321 1003123451
Depasit Slip True True 280000004530 987654321 1003123451
John Dee True True 290000004540 987654321 1003123451
(405) 767-1800 P R e S
Account & 6000054987 $2187
Sequence 290000004511
nIB7E5LIZA 500005L8 7 20 /D00000ZMATY
< Il | >
flip zoomin zoom out reset
fp Approve Deposit ‘ ‘ Reject Deposit Back to Approvals

Deposit Information e

Deposit Tracking #: e
Account Name: Check Items Total:

Primary Account $21.87|

# of Debits: Difference:

\ 3 [ 000

Date: Deposit Total:

3/25/2011 3:03:44 PM $21.87| ==
XExport XExport3:

[12345 I [0 54321] 5

2. Examine the deposit and image information and approve or reject the deposit by
clicking the appropriate button.
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3.

If you reject the deposit, enter comments explaining why the deposit was rejected
and click ok. The deposit and comments will be sent back to the operator for
resubmission.
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History

This tab allows you to view the deposit history and search deposited items. Only deposits
made to accounts and locations that you are able to view are listed.

View Deposit History @
Depositld ItemCount Usemame DepositTotal
dec63fbd-24fb-41dd-9f9d-72dbOfe76dd 4 bg3 5276.58
bb575083-d403-45ff-aeae-283f441ef016 6 ba3 $391.58
d0cdf0ae-id8f-4130-9719-a1902afbe223 6 bg3 $391.58
51743b19-5369-4535-a15b-356911efe336 5 bg3 $1.072.04
£0c06256-4b17-4055-Oec3-5df1c340707a 5 ba3 $64.76
2143edef-3805-458d-340c-c87149c04a74 9 ba3 598272
ecd18eb7-2bdd-460b-87ef-4f323cb3dad2 9 bg3 508272
Icfabe38-142¢-4d57-2650-503177a4afa3 5 ba3 $64.76
£70d01dd-c65¢-4019-8fc6-346c265ebb7e 5 bg3 5917.98
99844947-bff4-4768-9f1c-b17d97428e95 8 ba3 $937.69
37d48c3e-5chd-4b34-ac10-4bd06ccSfd58 2 bgl $1.56
Search Deposit History Items @
Item Type: All v
Start Date:
End Date:
Locations: All v Check Number- :I
User:
Amount:
Senal:
Tran Code:
Account:
Transit Routing:
Sequence:
y
[ . . .
6 Fields can vary by organization.

NOTE

Deposit History Detail View
You can display a selected item’s deposit information by clicking the link found in the

left-most column of the item list.

V. 4
'@ The field that appears in this position is determined by the financial organization.
NOTE
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The Deposit History Detail View contains the selected item’s deposit information. You can
generate and view the Selected Item Detail Image Report, Deposit Details Report, or
Deposit Image Reports by clicking the appropriate link. You can also mark items for the

deposit.

Property Management
x

Jate: e

(408) 7671800
Aok 4 0XQITISW $166.73
S 33000001

RRATLELAZIG WONDITILTLA 0 /ODDADIRETIY

fip zoomin zoomout reset

270000004450 937854321

270000004460 997650321
270000004470 907654321
270000004480 9B7685321

““ i‘.ﬂ.

Selected llem Image Report

Oepost Information @
Deposit Tracking 7
323740035
Account Name
Ascours #2
20t Debite

- —
232011 1:32:06PM

= = T e e
1 0 = $166.73
W14123452 008047 $30.01 Detut:
MNNZUG0 008982 5362 Datnt]
1012123450 006995 $12300 rnm{
10171123481 001138 $1000 Debt|
Back to History
-
Check hama Teas!
S16673
000!
Depost Total -
|3 $1687Y
—— i

Deposit Delad Report

Deposit Image Report

Deposit Image Report (Front Only)
Deposit image Report (1x3)
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Search Deposit History Items

The History tab allows you to search for specific items across deposits according to criteria

you specify.
Search Deposit History Items @
Item Type: ‘;" ™|
Start Date: \7
End Date: ;7 4|
Locations: [ Al v/ UnitNumber

User:

Amount:

v
Serial: =
v

=
o |=
Account:

Transit Routing: | =

\
| |

Sequence: ‘. =

v

y

( ) | Ifapplicable, your organization’s item-level custom fields appear in place of Additional
=" | Field1 and Additional Field2.

NOTE
Search Deposit History Items
To search deposit tickets, deposit items, or both, do the following:
1. In the 1tem Type field, select whether to search deposit tickets, deposit items, or all.
2. Complete the remaining search criteria.

3. Click search.

Field Descriptions

The following is a list of field descriptions displayed for the Deposit History Items.

Field Description

Item Type Type of item or items to search. The options are All, Deposit
Ticket, or Deposit Item (checks).

Start/End Date Date range to be searched.

User User who captured the item.
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Field Description

Amount Amount of the item.

Serial Serial number of the item.

Account Account number of the item.

Transit Routing Transit routing number of the item.

Sequence Sequence number of the item.

Additional Fields If applicable, item-level custom field established by your

organization.

58

Merchant Web Client
SDW1501504U



Chapter 2 General Information

Reports

This tab allows you to generate and view Web Client reports.

View Reports @

O Deposit Detail Report

O Deposit Inage Report

O Deposit Image Report (Front Only)
O Deposit Inage Report (1x3)

O Deposit Summary Report

O All Deposits Detail Report

O Export Standard Data File

O Export Data File by Layout

O Location Summary Report

ReportToolbar

The report toolbar is available while viewing reports and allows you to navigate through the
report, zoom in and out, search for text, export, refresh, and print the report.

| 4 4 ‘ ofi P Pl | 95% v | j | Find | Mext ‘ Select a format ¥ | Export |2 = |

Deposit Detail Report

This report provides details of a selected deposit. To view this report, do the following:
1. Select the Deposit Detail Report.
2. On the Criteria tab, enter a date.
3. Select a deposit or enter the account number to filter the list.

4. If your organization uses item-level custom fields and you want to include them,
select the Include Custom Fields option.

5. Select a report layout, tab or window.

6. Click view Report.
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DepositiImage Report

This report provides summary detail of a deposit and includes front and back images of
each item.

Deposit Image Report (Front Only)

This report contains the same information as the Deposit Image Report but only includes
the front images of each item.

DepositiImage Report (1x3)

This report contains the same information as the Deposit Image Report but only includes
the front images of each item in the larger 1x3 format.

View a Deposit Image Report

To view a deposit image report, do the following:

1.

2.

Select the deposit image report you want to view.

On the Criteria tab, enter a date.

Select a deposit or enter the account number to filter the list.
Select a report layout, tab or window.

Click View Report.

Deposit Summary Report

This report provides a detailed summary of an individual deposit. To view this report, do
the following:

1.

2.

Select Deposit Summary Report.

On the Criteria tab, select the appropriate deposit account or enter the account
number to filter the list.

Select a location.

Enter a start and end date.
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If your organization uses deposit-level custom fields and you want to include them,
select the Include Custom Fields option.

Select a report layout, tab or window.

Click View Report.

AllDeposits SummaryReport

This report provides a detailed summary of all deposits captured on a given date or date
range. To view this report, do the following:

1.

2.

Select All Deposit Summary Report.
On the Criteria tab, select a location.
Enter a start and end date.

If your organization uses deposit-level custom fields and you want to include them,
select the Include Custom Fields option.

Select a report layout, tab or window.

Click View Report.

Export Standard Data File

This feature allows deposit data to be exported into a comma-separated values (CSV)
format. To export a data file, do the following:

1.

2.

Select Export Standard Data File.

On the Criteria tab, select an account or enter the account number to filter the list.
Select a location.

Enter a start and end date.

Click Export File.

Click save to save the Export Capture Data report.
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Export Data File by Layout

This feature creates a CSV file based on a selected layout. This report is only available if
export layouts are defined for your organization. To create an export, do the following:

1.

2.

Select Export Data File by Layout.

On the Criteria tab, select an account or enter the account number to filter the list.
Select a layout.

Select a location.

Enter a start and end date.

Click Export File.

Click save to save the export data file.

Location Summary Report

This report provides a detailed summary of all deposits and debits captured on a given date
or date range by location. To view this report, do the following:

1.

2.

Select Location Summary Report.

On the Criteria tab, select an account or enter the account number to filter the list.
Enter a start and end date.

Select a report layout, tab or window.

Click View Report.
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TaskSummary

This section provides step-by-step instructions for creating a new deposit. Creating a new
deposit involves selecting a deposit account, capturing items, correcting items (if
applicable), balancing the deposit, and reviewing the deposit and captured items.

Ensure that your scanner is installed, connected, and turned on.

NOTE

The steps and sample screens below do not include custom fields. If your organization uses
custom fields, screens and required information may vary.

Following is a summary of the tasks involved in creating a new deposit. Detailed
instructions follow the summary.

Task 1: Complete
Deposit Information

& Select a valid deposit account.
¢ Calculate the deposit total.

Task 2: Capture
Items

& Load items into the scanner.
& Scan the items.

Task 3: Correct
Items

Correct any exception items and accept or remove the
item.

If there are no exception items, this task is skipped. If
there are no exception items and the calculated total
matches the deposit total, a virtual deposit ticket is
created.

Task 4: Balance the
Deposit

Balance the deposit.

Task 5: Review the
Deposit

¢ Review the deposit.

& If necessary, edit the deposit account and/or
deposit-level fields and save any changes.

Task 6: Finish the
Deposit

& Submit the deposit for approval (if applicable).
¢ Finish the deposit.
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Task 1: Complete Deposit Information

1. Inthe Create Deposit section of the page, select a valid deposit account or enter
the account number to filter the list.

Create Deposit @

Primary Deposit Account: |[MEESEREME gl Y

Deposit Control Total: $0.00

2. In the Deposit Control Total field, enter the expected total for the deposit.
3. If necessary, complete any remaining fields.

4. Click Proceed.

Task 2: Capture Items

ﬁ Ifyou are using a Flatbed Scanner, skip to the Task 2: Capture Itemswith a Flatbed
-

Scanner section ofthisguide.
NOTE

1. Load items into the scanner.
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2. On the Capture page, click start Scan. The items start scanning.

4
@ If you have additional items, load them into the scanner when the first batch is completed

NOTE
Capture Items
Capture Carrect Balance. 1 Review 1 e

Primary Deposit Account: |Account #2,

No Items

No Image Available

flip zoomin zoom out reset

3. Inthe Capture Items dialog, click close when all items have been scanned.

Ready to Scan.

I Stop Scan I I Close ]

@ If you want to stop the capture process, click Stop Scan. The current scan status is displayed

inthe dialog and then the dialog closes. To resume capture, you must click Start Scan again.
NOTE

4. Onthe Capture page, review the items and click Proceed.
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Task 2: Capture Items with a Flatbed Scanner

ﬁ Ifyou are not using a flatbed scanner, skip to the Task 3: Correct ltems section of this

guide.
NOTE

Use the following steps to capture items with a flatbed scanner:

+ If the flatbed scanner has been registered the following page is displayed with the first
deposit of each session. Select the appropriate device, then click the ok button.

ange Password Administration Registration Depasits H

Select appropriate TWAIN device from the list below.

[ | [cancet |

¢ Both the front and rear image of each item must be scanned.
¢ Only one side of an item can be scanned at a time.

¢ Manual image manipulation is most likely required to display the captured item
correctly (i.e. crop, rotate).

¢ Navigating to another tab retains the deposit if at least the front and rear images are
scanned for one item.

1. Place a single item in the scanner with the front facing down.
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2. When the scanner has initiated, the following page displays:

Change Password AGministralion Regisitalion [IePOsIN N1staTy Repoiis

Scan front side of check @

Primary Deposit Acoount [Ascount 82|
Current hemn 2 7|

Cancel

Front Image

\ mOut Resat T
Scan Front Image |
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3.

Click the scan Front Image button to begin scanning. When complete, the image
displays.

Change Passward Administration Registration |DBposiEs Histary Reporty

Scan front side of check @ Primary Deposit Account: [Account #]

Current tem #|

g oweBoall
mme Nz anker 39509 |

jLLX},quA’MiL\ﬂAMA dUU. (UAxfi'itllQCf‘mw LARS
R e };«L&_ﬂaj =

HA7ES5L3 2R *L0DBL23L 56 +000000009 5+

Crop Rotateleft RotateRight Zoomin ZoomOut Reset Preview

2011 FIS, All Ristis Ressram

4.

5.

It is likely the image requires some form of manipulation, use the Crop, Rotate
and/or zoom links to adjust the image properly. See the Image Manipulation
(below) for help with this. Ensure that the check number is visible in the top right
corner of the image.

When the image is acceptable, click the Next button to continue scanning the back
of the image.

g Here are a few cautions after scanning the front of a check/item:

& Ifyouclick the Cancel button the application deletes the deposit, and you are returned to

CAUTION the Deposits tab. Awarning will appear.

6.

& Ifyounavigate to another tab, the deposit is deleted, and you are taken to the tab
selected. Awarning will appear.

& Ifyouclick the Rescan button, the rescanned image replaces the previous one.

@ Ifyouclick the Proceed button BEFORE scanning the back of the check/item, only those
checks/items that have both a front and back scanned remain in the deposit.

Place the same item in the scanner with the back of the item facing down.
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7. When the scanner is ready for the rear image, the following page displays:

8.

Change Password Administration Registration Deposits Histary Report

Scan rear side of check @ Primary Deposit Account: |Account #]
Currenttem 4

Rear Image

‘ Cancel ‘ éun Rear Image ] [ Proceed to Correct

© 2011 FIS. All Rights Reservad

Click the scan Rear Image button to begin scanning.

9. When the image is complete, the following image displays:

10.

11.

Change Fassword Adminisiration Registralion USposite History Reporis

Scan rear side of check © Frunaey Owpont Account Secount £

Ciop Rotatelell RolateRight Zoomin ZoemOul Hesel Prewew

Cancel Rescan | Scan Now Itam | Procead to Carract

If the image requires some form of manipulation, then use the crop or Rotate and
zoom links to adjust the image properly. See the Image Manipulation (below) for

help with this.

When the image is acceptable, click the Scan New Item button to continue to capture
a new item or the Proceed to Correct button to continue to the next phase of the

deposit.
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Here are a few cautions after scanning the back of a check/item:
/4
A & Ifyou click the Cancel button, the rearimage is saved and assigned to the check/item.

CAUTION The deposit is treated as an open deposit, and will return you to the Deposits tab. A
warning will appear.

@ Ifyou navigate to another tab, the rearimage is saved and assigned to the check/item,
and you are taken to the tab selected. A warning will appear.

& Ifyouclick the Rescan button, the rescanned image replaces the previous one.

Image Manipulation

The Image Manipulation section provides information on cropping, rotating, and
previewing an image captured using a flatbed scanner.

> Crop Image

In some situations, an image is returned from the scanner with more content than the
scanned item. Use the Crop Image option to select the desired area of the image to be
processed. This functionality is available only when scanning items with a flatbed scanner.

0 The initial image displayed has gone through an attempt by the software to auto-crop it. If
\\_/‘

theresultisundesirable, click reset.
NOTE

To crop an image:
1. Click and drag the mouse across the image of the desired area to crop.

2. Click the crop link under the image. The cropped image displays within the image
location.

3. If the cropped image is not satisfactory, click the Reset link in order to restore the
image to its original form and reattempt the crop.
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|
| Scan front side of check @

Primary Degcst Account [Aecoun|
Currant hom)|

Cancel

Crop Rotatelaft Rotat
Rescan

SendPoint Merchant Capture

RIS

-— i ol

Too fuedaed ol ddlous 4o

P Rotate Image

In some situations, an image is returned from the scanner that requires a rotation. Use the
Rotate Image option to rotate the image either right or left.

Click either the Rotate Left Or Rotate Right link to rotate the image 90° in the corresponding
direction. In addition to the rotation links, right-click the image and have the option to
rotate the image either 90°, 180° or 270°.

To return the image to its original orientation, click the Reset link before clicking either the

Next Or Proceed button.

A rotated image is saved only when the user clicks either the Next or Proceed button.

Scan front side of check @

Thangs Paseword Adminiairation Ragieionion JORHORIE 116ty Hapoiis

“SendPoint Merchant Caplure

#5500000000+

P eTAY

& Fv"ma’m\ 4 'UV\F;GS: i

SV1I00_ TN VO &7_— ST R

. A RS SR VM T

Rotate To 90

Zoom In degrees

—ﬂh ZoomOut 180
degrees

27

Dk

| B dras ¥
o Moadesad Lfiy diloes, e

0 i

Crop
[Ganer |

[ Rescan

degrecs ‘
Rolatelefl RotateRight Zoomln ZoomOul Resel Praview

» zZoom Image

In some situations, an image is returned from the scanner that requires either an increase or
decrease in its size. Use the zoom Image option to either increase or decrease the image size.
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Increase the image size by clicking the zoom In link or decrease it by using the zoom Out
link. This enlarges or reduces the image by 25% with each action.

Right-click the image to zoom in or out. This option allows either enlarge or reduce the
size of an image by 25%, 50%, 75% or 100%.

To return the image to its original orientation, click the Reset link before clicking either the
Next Or Proceed button.

A enhanced image is saved only when the user clicks either the Next or Proceed button.

P Preview Image

When using a flatbed scanner, scanned images are displayed as grayscale to better assist
performing any required image manipulation. When the item is added to the deposit, its
image is converted and stored as bitonal.

Preview Image iS used to view the current image in its bitonal form to ensure that the image
is still acceptable after conversion.

To preview an image:

1. Click the preview link under the image. The bitonal image is now displayed.
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2. Click the close button when finished viewing the image.
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Chapter 3 Working With Deposits

Task 3: Correct Items

If any exceptions exist in the deposit, then the Correct Items page appears. This page
allows items with the following conditions to be repaired:

Missing an Assigned Amount
Duplicate Capture ltems

Additional Data Entry Required
Image Quality Errors

* ¢ 6 o o

Considered as a Reject
¢ MICR Failed

Items having critical errors, such as reject item exceptions, cannot be overridden and must
be removed from the deposit. The table below describes common item exceptions:

Exception Items

Analysis Field Type  Description

Amount Recognition  Amount recognition for the item failed. You must manually enter the
Failed amount of the item if Web Client does not successfully identify the
amount during capture.

Duplicate Item If a duplicate item is captured, you are presented the current and original
images for verification. Duplicate items can be set as a critical error by
your organization, which cannot be overridden.

Item Data Entry Item data is incomplete. Highlighted fields are required.
Image Quality Image quality and usability errors are associated with the item, such as a
Exception payor name or memo not being usable.

You must be assigned the role of administrator to accept an image with
quality and usability errors.

Reject Item Exception Provides an explanation of why an item is labeled a reject. An item can
(Critical Error) be considered a reject based on the following:

& The item is foreign (for example, an item drawn in Canada or
Mexico).

& The scanner is unable to successfully read the MICR.
& The item routing number is not a valid U.S. number.

MICR Failed You must manually enter the MICR of the item if Web Client does not
successfully identify the MICR during capture.
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Chapter 3 Working With Deposits

0 If there are no exception items, this task is skipped. If there are no exception items and the
~—~ calculated total matches the deposit total, a virtual deposit ticket is created.
NOTE

Do one of the following:

m  For items that can be corrected, enter the appropriate information and click
Accept.

= Toremove an exception item, click Remove Item.

7 ) Any item that is removed can be recaptured. If the recaptured item continues to fail and you
-7 cannot accept it, the item must be deposited by traditional means (such as paper deposit).
NOTE

Amount Recognition Failed

Enter Correct Amount: $0.00
MICR Failed
H 121105123459 [ W* [s117 |

Image Quality Exceptions

| No Image Quality Errors

Rejected Item Exception

| kem passed

i Accept H Remove Item l

Task 4: Balance the Deposit

You can balance the deposit by updating the deposit control total to match that of the
combined item total or editing the amount of individual items as needed on the Balance

page.
Deposits:
Amount $1.266.30 Checks:
Difference: $0.00
Deposit Control Total: $240.00

Balance Deposit ‘

' Proceed |

[Sove | [ Gonce |
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Chapter 3 Working With Deposits

Update Deposit Control Total
1. In the Deposit Control Total field, update the combined item total.
2. ClickBalance Deposit.

3. Click Proceed.

Edit Individual Item Amount

1. Select the item you want from the captured items list.

Amt Recognition [IQA Passed Sequence Routing Number
False False 40000000011 98765432
I
False True 40000000030 987654327

x False True 40000000050 987654321
X False True 40000000060 987654321

2. In the Amount field, located below the image of the item, update the item amount
as appropriate.

3. Click save.

4. Click Proceed.

Task 5: Review the Deposit

Review the deposit and, if necessary, update account- or deposit-level fields:

76
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Chapter 3 Working With Deposits

1. On the Review page, click the Edit link.

Deposit Ready For Processing

Capture Processed: L

6/22/2011 3:23:08 PM‘

Deposit Tracking #:| 769 438 043
Deposit Items:l 41
Checks Total: | $249.97|
Account: ¥
Register Number:
Edit

2. Update the fields as appropriate.

3. Click save. A prompt to create a new virtual deposit slip appears.

4. Click Yes.

5. If necessary, re-balance and redistribute the deposit.

6. Click Proceed.

Task 6: Finish the Deposit

The process to finish the deposit is affected by whether your organization uses the Deposit

Approval feature.

On the Review page, click Finish Deposit Or Submit Deposit, as appropriate.

P Finish Deposit without Merchant Deposit Approval Feature

If your organization does not use the Deposit Approval feature, click Finish Deposit to send
it to the financial organization.
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Chapter 3 Working With Deposits

P> Submit Deposit with Merchant Deposit Approval Feature

If your organization uses the Deposit Approval feature, click Submit Deposit to submit the
deposit for approval. The deposit then appears in the My Open Deposits section of the
Deposits page with a status of pending until an approver approves or rejects the deposit.
Pending deposits cannot be edited.

0 Ifyou have the operator and depositor user roles, the deposit does not need approval, and
.4

you can finish the deposit.
NOTE

If the approver rejects the deposit, the deposit remains in My Open Deposits With a rejected
status. You then must open the deposit, read the approver’s comments, and make the
necessary corrections by repeating tasks 2 through 6 as necessary until the deposit is
approved. You can include comments when submitting the deposit for reapproval.

For information about approving deposits for Merchant Deposit Approval, see the
Approvals section of this manual. Financial Institution Approval is performed by your
institution and is not covered in this guide.

Changing an Open Deposit

This section provides step-by-step instructions for changing a deposit. You can add items
to or modify existing items in an open or rejected deposit.

Ensure that your scanner is installed, connected, and turned on.

Adding Items
To add items to open or rejected deposits, do the following:

1. Click the Deposits tab.

78 Merchant Web Client
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Chapter 3 Working With Deposits

2. In the My Open Deposits section, click the link of the deposit to which you want
to add items. The Capture Items page appears.

[ Capture  E-iaeetis i Balances ) LR | ©

Primary Deposit Account: |Account #2

No items

s |
No Image Available

flip zoomin zoom out reset

3. Load items into the scanner.

4. On the Capture page, click start Scan. The items start scanning.

6 If you have additional items, load them into the scanner when the first batch is completed.
NOTE

5. In the Capture Items dialog, click close when all items have been scanned.

0 If you want to stop the capture process, click Stop Scan. The current scan status is displayed
\\7/'

in the dialog and then the dialog closes. To resume capture, you must click Start Scan again.
NOTE

Editing Items

Editing an item involves correcting a selected item and then balancing the deposit.

Correctitems
1. Click the Deposits tab.

2. In the My Open Deposits section, click the link of the deposit to which you want
to add items. The Capture Items page appears.

3. Do one of the following:

m  For items that can be corrected, enter the appropriate information and click
Accept.
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m  Toremove an exception item, click Remove Item.

ﬁ Any item that is removed can be recaptured. If the recaptured item continues to fail and you
\ 7

cannot accept it, the item must be deposited by traditional means (such as paper deposit).
NOTE

Balance the Deposit

You can balance the deposit by updating the deposit control total to match that of the
combined item total or editing the amount of individual items as needed on the balance

page.

> Update Deposit Control Total
1. In the Deposit Control Total field, update the combined item total.
2. Click Balance Deposit.

3. Click Proceed.

80
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P Edit Individual Item Amount
1. Select the item you want from the captured items list.
2. In the Amount field, update the item amount as appropriate.
3. Click save.

4. Click Proceed.
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Marking Items

This section provides step-by-step instructions to print message text on the front of
physical items using your scanner. This message alerts deposit handlers that these items
have already been electronically processed and helps prevent duplicate capture.

All items that have been marked using Mark Items should be either temporarily stored or
destroyed based on the instructions of the financial organization supplying Web Client.

Ensure that your scanner is installed, connected, and turned on.

Marking Items

To mark items, do the following:

1.

2.

Select the Deposits tab or the History tab.

On the My Recent Deposits or View Deposit History page, select the link of the
deposit containing the items you want to mark.

On the Deposit History Detail View page, click mMark Items.

Place all the items in the scanner backwards so the front of each item can be
endorsed by the rear ink jet.

On the Mark Items page, click start.

When all items have been scanned, click Finish.
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Appendix A
Advanced Multi-Factor Authentication

Topics
¢ Introduction
& Contact Information

¢ Step-Up Authentication
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Introduction

Contact Information

With the introduction of Advanced Multi-Factor Authentication you may see some
additional screens during your login process.

Advanced Multi-Factor Authentication requires the following URL to be accessible from the
merchant’s workstation: https://h-api.online-metrix.net.

If there is not already a phone number associated with your profile. The Secure
Authentication Contact screen provides the ability to enter one, or more, phone numbers.
Your options are Home, Work, Mobile, and Other. You will need to supply at least one
contact number. Once this number has been entered, click save and Continue to complete
the login process.

Secure Authentication Contact

In future, we will need your contact number to complete an additional
layer of security verification. It is important that you leave your contact
with us to enable us to complete the verification process.

Please take & moment to tell us where fo reach you. Enter a valid phone
number and click "Save and Continue” to proceed.

[US - UNITED STATES (1) v|
¢ [ ] |-[extn ]
 |US-UNITED STATES (1) v
k
= V! d I) i l- ’ I— ’sm | (Optional)
Wiobie™] |US - UNITED STATES (1) v|
== (. |-[extn |  (Optional)
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Step-Up Authentication

In the event your PC is not recognized by the system, you will be prompted with the
following workflow to complete login.

The One-time Security Code screen will display. Here you will select a phone number
which was previously associated with your user profile, select the Preferred Method of Contact,
then click continue. This will initiate a phone call or text message to the selected number.

One-Time Security Code

Tell us where to reach you

Mobile +1 (xxx) xxx-0524
Work +1 (o) ooe-1040
Preferred Method of Contact
@® Phone Call
Text Message (SMS)
If your phone number is not listed above please contact your system adm inistrator.
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A one-time code will display. The automated message will prompt you to key the code into
the phone’s keypad. Once completed successfully, the automated message will instruct you
to click the Phone Call Completed button to complete the login process.

One-Time Security Code

Please wait for your phone call We are now calling 4055551469. During the call,
you will be asked to enter the one-time security code displayed below

Once you complete the phone call, click Phone Call Completed

482810

| Phone Call Completed | | Back |

Need to cancel? Secure Authentication is vital in our efforts to prevent
fraudulent activity If you cancel, you'll lose the information you set up and will
need to start this process again

Merchant Web Client
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